CSaw

@C | ADAPTIVE INDIVIDUAL ACCOUNTING WITH THE TARGET CHARGING TECHNIQUE

Alison Caulfield, Mark Chen, Peihan Liu

Department of Computer Science | Columbia University

Advised by: Rachel Cummings, Roxana Geambasu, Mathias Lecuyer, Pierre Tholoniat

Motivation

¢ Individual Differential Privacy (IDP) enables per-user privacy
accounting -- ideal for workloads where users contribute
unevenly to measurements.

e A prime example is ad measurement, where most users
contribute nothing to most reports. Our group was the first to
identify this efficiency opportunity and design an IDP-based
architecture for advertising measurements (Cookie Monster),
now forming the basis of a W3C draft standard that will
enable privacy-preserving ad measurement without user
tracking.

e As active participants in this standardization effort, we're
tackling emerging theoretical challenges that affect not only ad
measurement but the broader use of IDP -- most notably, bias
introduced by IDP filters in query results, a key obstacle to
achieving both privacy and utility at scale.
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different users’ devices, with per-user
privacy enforcement via IDP filters

IDP Filters in Attribution API

Problem

e |DP introduces selection bias because users’ privacy filters
deplete at different rates, leading to biased aggregate results.

e \We study the Target-Charging Technique (TCT) -- a
generalization of the DP Sparse Vector Technique -- to
quantify IDP-induced bias efficiently from a privacy-loss
standpoint.

e TCT has been analyzed in standard DP settings with limited
adaptivity and is designed to avoid privacy loss for
out-of-target results (T).

e Our goal: Extend and strengthen TCT -- both algorithmically
and analytically -- to support adaptivity and integration with
IDP filters, enabling its use in real-world IDP systems like the
Attribution API, where adaptivity Is intrinsic.
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Our Work
e \We are working on two complementary approaches, with plan to combine in the end.
All are in progress and we want your feedback!

Part 1: TCT integration with Approximate IDP Filters

- TCT Prepaid Privacy Loss for x Out-of-Target Results
12+ TCT on IDP Incremental Consumption After x Out-of-Target Results

e [CT is not adaptive. It cannot handle
changing datasets, on-demand queries,
and adaptive budget per query.

e By integrating TCT analysis with
approximate IDP filters, we achieve an
algorithm that (1) avoids privacy loss for
out-of-target results, (2) accounts for
individual privacy loss and (3) supports at |
least query adaptivity.
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Preliminary results: TCT prepaid privacy loss vs. TXT on IDP incremental
consumption. (Ignores the failure probability delta, which would increase privacy
losses for TCT over IDP)

Part 2: TCT with RDP Analysis
e Why RDP for TCT? RDP filters [ — rorrar [ — ropr
smoothly remove the 6 arbitrary |
error in the approximate IDP filters,
and have cleaner compositions when
considering query and budget
adaptivities [4].
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Reényi divergence for better bounds. Preliminary results: RDP-TCT vs. Advanced Composition-TCT. (Assume

pure-DP queries with TCT but composition with either RDP or Advanced
Composition)
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Part 3: Combine: TCT with individual RDP Filters
e Integrate the TCT's IDP aspect with RDP individual filters [5].
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